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1. Introduction
When considering the complex challenges faced by cultural heritage 
organisations in collecting, preserving and sharing born digital and  
hybrid objects, it becomes clear that the process of defining solutions  
as a community of practice is in its early probing phase: characterised  
as tentative, exploratory, questioning, experimental. The workshops 
within this Preserving and sharing born-digital and hybrid objects from 
and across the National Collection project, which examined the case 
studies from multiple angles, yielded a richly discursive examination of 
the main considerations.

This Decision Model represents an attempt to create a structured 
representation of those main considerations and the discourse from 
the workshops, to codify the main decision-making processes that an 
organisation may go through when assessing an acquisition of such an 
object, categorised into high level areas. It attempts to create a traversable 
system that could be used by collections professionals in their work - 
policy makers, managers, collections management or digital preservation 
practitioners, conservators. 

The scale and complexity of the challenge - the case studies represent a 
very broad range of object and content types, with a very large variation 
in preservation and access concerns - necessarily makes the decision 
model complex and in some areas difficult to navigate. Time permitting, a 
decision model could have been created for each case study, to represent 
the specific factors for each object-content type. However, this model 
attempts to achieve that for the general concept of a born-digital and 
hybrid object, and as such it risks forcing a huge range of complex factors 
into a simple model. We discuss the inherent limitations and issues of 
the model in some detail below, with attention to usability issues for 

the community it addresses, and suggestions for future / alternative 
developments.

The practical usefulness of the traversable representation was tested by a 
group of  community peers with experience of real-world born-digital and 
hybrid object acquisitions. Feedback from this process informed further 
refinements to the model and is discussed further below. The model could 
be further critiqued and developed by the community after the project, if it 
proves useful.
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2. Methodology
The decision models were formulated based on a set of key questions 
in the acquisition, digital preservation and access provision of complex 
born-digital or hybrid digital-physical objects 1. These questions were 
developed using insights from workshops, case studies and interviews 
undertaken during the Preserving and sharing born-digital and hybrid 
objects from and across the National Collection project, and the authors’ 
own experiences working in collecting institutions. Key questions were 
grouped within higher level categories, which would define the scope of 
the individual models: 

• Technical Constraints: Identify the types of components that 
constitute the object and assess how these will affect the collecting 
activity. 

• Technical Constraints - Digital Data: As above, but questions relating 
specifically to digital data objects.

• Technical Constraints - Software: As above, but questions relating 
specifically to software objects.

• Technical Constraints - Web Content: As above, but questions 
relating specifically to web content.

• Collection Policy: Assess the extent to which the object complies 
with existing collection policy and navigate the consequences of 
non-compliance. 

• Data Protection: Identify and navigate data protection issues arising 
from supply of collection of personal data.

• Intellectual Property Rights: Identify and navigate intellectual property 
rights issues.

The decision was made to frame the models as tools which could be used 
when assessing the viability of an object for acquisition. This is a point 
at which navigating these questions is likely to be particularly important, 
and limiting scope to acquisition helped refine terminology and question 
wording.

Two assumptions are made regarding expectations for the models and 
their use. The first is that using them is likely to necessitate collaboration 
between various stakeholders, including the creator of the acquisition 
candidate and various individuals/teams within the collecting institution. 
Aspects of the decision-making process require an understanding of 
the object’s meaning and context, its technical constituents and their 
production, and applicable institutional and legal structures. The second 
assumption is that these models will not yield a definitive set of actions for 
the collecting activity. Instead, they are formulated with the aim of exposing 
key questions, problems and responses that can inform this work.

The decision was made to use a flowchart-like visual diagramming approach 
to representing the decision models. The Miro diagramming tool was used 
to develop the diagrams, which offered a multi-user platform to simplify 
collaboration and suitable options for export. A diagramming notation 

1 Object is used in a loose sense here to refer to anything ranging from a single digital file to a set of physical and digital components.
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was developing for the models based on the widely understood flowchart 
notation: 

• Rounded rectangle: Colour coded terminal; Diagram Start (Green), End 
(Black)

• Diamond (solid yellow fill): Decision taking the format of a question 
followed by two branching paths (Yes or No).

• Rectangle (solid pink fill): Actions, processes and points for reflection. 
In some cases these are tagged with ‘flags’ to indicate greater than 
normal risk:

• 1. “Critical Issue Flag”: Issue may significantly impact the viability of 
the acquisition candidate.

• 2. “Elevated Risk Flag”: Issue may cause higher than usual risk of 
loss.

• Square (solid green line): Notes that provide further contextual 
information on a specific node.

Each model was developed as an initial draft, and then iteratively reviewed 
and further refined.
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3. Community Feedback
We invited a group of eight digital preservation experts to review the 
decision models and provide comments and criticism. Each reviewer was 
sent a copy of the Miro board containing the decision models, which 
they could annotate directly with notes and comments. All feedback 
was reviewed and, where possible, suggestions were integrated into 
the decision models. Generally feedback was positive and reviewers felt 
that the models would be useful to the wider community. Some feedback 
was identified as out of scope for integration during the project and is 
summarised below. 

Some reviewers felt that steps could be taken to make the decision models 
more user friendly. One suggestion was clearer signposting to guide 
navigating the models and the order in which to work through them. We 
decided not to add a single model linking together all other models so that 
each model could standalone, but instead added a pathway through the 
models as an entry point for first time users. Other suggestions for usability 
improvements included providing a clearer means to record or summarise 
the actions resulting from traversing the model and worked examples to 
demonstrate how the models can be used. A few users found some of the 
terminology unclear, and one suggested that it might benefit from glossary. 
The term ‘Creator / donor’ terminology was singled out as not inclusive 
enough (e.g. where an acquisition candidate is a purchase, or where it is 
owned by a group or organisation).  
 
There were several instances where reviewers found binary Yes/No 
decisions to be inappropriate to convey the uncertainty of the decision at 
hand. It was proposed that the model would benefit from additional ways of 
indicating uncertainty in these situations. There were also a few instances 
where reviewers disagreed with us (and sometimes each other) over the 

assignment of the ‘Critical Issue’ and ‘Elevated Risk’ flags. Our impression is 
that this is likely to reflect different institutional contexts and perspectives, 
and is difficult to account for in a single model. As one reviewer pointed out, 
most objects are facing a degree of risk of loss. With that in mind, can risk 
be meaningfully classified? From this research, it seems that assignment of 
risk is not likely to be consistent among different practitioners. 

Another reviewer suggested a need for care over framing of risks, as 
warnings could be off-putting to some users. The reviewer noted that 
in such situations, work towards collaborative change and collective 
stewardship might help mitigate these risks. Reviewers had very different 
attitudes towards acceptability of an experimental (i.e. higher risk) 
approach to acquisitions, which is factored into some parts of the model. 
Some loved this idea and felt it represented a challenge to notions of 
guaranteed preservation, while others felt it would not be possible at their 
organisation. This reflects a difficult balance between the need to support 
and encourage new forms of collecting, while also making those tasked  
with collection care aware of the very real risks of losing access to 
collection objects. 

Finally, one reviewer suggested that the Data Protection model may benefit 
from being reviewed by someone with an archival background, so that more 
detail might be incorporated. Examples of embargo periods and public task/
good arguments were given as areas which the model could be extended  
to cover.
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4. Discussion
Further to the feedback provided by members of the digital preservation 
community, in this section we will critically reflect on the limitations 
and successes of the decision models. Overall, we think the models 
can provide a useful tool for those working in collection care roles, and 
help navigate the array of complex decisions they will have to navigate 
when bringing complex born-digital and hybrid objects into a collection. 
However, we have identified a number of limitations to the models in their 
current form. 

Some limitations related to usability. These stem in large part from inherent 
challenges of converting nuanced decision-making into a navigable visual 
representation. The models force the user to choose a sequential route 
through the decisions. This contrasts with the reality of decision-making 
during acquisition, which can be non-linear and unfold in a variable order 
over long periods of time. These limitations are further exacerbated 
by the variability of complex/hybrid digital objects and the acquisition 
processes required to bring them into collections. We attempted to include 
broad questions in the diagrams which allow for a variety of contexts of 
application, but ultimately the flow-chart diagram approach still forces 
questions and actions to be codified as neat text boxes. Some of what 
we have modelled in general terms might be best modelled through the 
formalisation of workflows as a direct response to a specific institutional 
context, rather than be compromised through generalisation. 

There are also limitations which arise during any kind of modelling activity 
due to the subjectivity of the modelling process. A two person team, even 
with extensive research to support them, will inherently bring their own 
perspectives and biases to the modelling process. Any resulting models 
therefore risk failing to take into account the multiple perspectives 

that exist within and among collecting institutions and within the digital 
preservation community. We acknowledge that there is no one way 
of handling the acquisition of complex and hybrid digital objects, and 
therefore we can only represent a restricted view on this dense and 
challenging topic. One way in which we have attempted to address this 
limitation  is through inviting community feedback. All reviewers highlighted 
different strengths and weaknesses in their feedback, and there would be 
value to extending review beyond what was achievable within the project 
(see below).

Finally, the appropriate level of depth and complexity to model was very 
hard to gauge during the modelling process, and may not be appropriate 
to all potential users. This may have been a consequence of the broad 
coverage of the models and the resulting lack of clear audience; there 
is no single role with responsibility for the activities the models cover 
and who does what within an organisation can vary considerably. The 
challenge is therefore finding an appropriate balance between conveying 
the complexity of the issues at hand and not slowing the user down with 
unnecessary detail. We have modelled at a level that felt appropriate based 
on our experiences, but initial testing has already shown this to diverge 
from expectations of some potential user groups. 

Despite the clear limitations, there are insights to be gained from the 
process of developing the decision models. Modelling has drawn into focus 
some of the challenges faced by the cultural heritage sector in collecting 
and caring for complex born-digital and hybrid digital-physical objects. 
Firstly and most significantly is the incredible variety of object types 
which can be acquired, be they singular, multiple or just a part of a hybrid/
aggregate object. This makes any attempt at standardisation/formalisation 
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very challenging and perhaps impossible. We might therefore expect further 
divergence in approaches and methodologies for different kinds of object 
in the future. Nonetheless, the categories developed for this model — 
digital data, software and web content — may be a useful baseline level of 
granularity at which to appraise hybrid/aggregate objects. 

More generally, the modelling work has demonstrated that modelling can 
help us learn more about complex subjects, even if the outcomes are not 
concrete. In this case, it has revealed a number of interesting questions 
regarding uncertainty in process of acquiring and preserving complex and 
hybrid digital objects, including:

• What is a ‘safe level’ of care which can allow an acquisition to proceed? 
We flagged issues that would put the acquisition candidate at higher 
risk of loss, but the user was still able to continue to the end of the 
model. What are the implications of an acquisition proceeding despite 
elevated risk?

• How do we integrate complex acquisitions that contain an aggregate of 
physical and digital objects with the realities of institutional working? 
Acquisition of such objects is highly interdisciplinary and demanding 
on collection care teams. What kind of institutional resourcing, 
infrastructure and expertise is required to support this? Where can 
cross-institutional collaboration support this work?
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5. Future Work
The decision models developed would benefit from further refinement 
and improvement to improve their coverage, ideally through the input 
of others in the digital preservation community. This might allow them 
to live beyond the project, gain broader relevance and become a useful 
tool moving forward. However, it may also be worth considering the more 
fundamental question of whether the flowchart-like diagram format is 
suitable for conveying the topics we have modelled. Alternatively, some 
of the ideas developed might be carried forward in a different format. 
A checklist might be a simpler, more digestible form in which to present 
many of the key questions/activities represented in the diagrams. By 
removing the directionality of the decision model, a checklist further 
accommodates non-linearity. However, it also removes the allowance for 
branching paths that a flowchart (or similar) accommodates and might 
become overwhelmingly large if not presented in a considered format.
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6. Decision Models
These decision models are tools designed to help navigate decision-
making for the acquisition and digital preservation of complex born-digital 
or hybrid digital-physical objects. Each model addresses a particular 
aspect of the acquisition process. These are presented in a non-linear 
form and can be navigated in parallel, as needed based on requirements:

• If you need to assess the digital constituents of the acquisition 
candidate and their implications for the collecting activity, traverse 
Technical Constraints and any relevant sub-models:

• If the acquisition candidate incorporates digital data objects (e.g. 
video, audio, images), traverse Technical Constraints: Digital Data 
decision model for each type of data.

• If the acquisition candidate incorporates software objects, traverse 
the Technical Constraints: Software model for each software 
program.

• If the acquisition candidate incorporate web content, traverse the 
Technical Constraints: Web Content model for each type of web 
content.

• If you need to assess the acquisition candidates compliance with 
relevant Collection Policies, traverse the Collection Policy model.

• If you suspect any issues relating to Intellectual Property Rights, 
traverse the Intellectual Property Rights model.

• If the acquisition candidate involves supply or collection of personal 
data, traverse the Data Protection model.

Suggested route through models: Technical Constraints > Intellectual 
Property Rights > Data Protection > Collection Policy.

A few important notes:

• Working through the models is likely to require collaboration with 
other stakeholders. Before you start, identify those who will need to 
be involved in the acquisition process (e.g. creator, representatives 
from company/team, departments within organisation) and gather 
supporting information about acquisition candidate.

• These models will not yield a definitive, ‘correct’ set of actions for  
the collecting activity. Instead they are intended to expose (in a  
clear, structured form) the key issues that should be considered  
when approaching this collecting (e.g. planning, budgeting, policy 
making or strategic thinking). 
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Key to Diagram Notation

Start

End

Question and 
decisions point

Actions, processes and 
points for reflection

CRITICAL ISSUE FLAG

ELEVATED RISK FLAG

Notes

Diagram start (green)

Diagram end (black)

Question and decisions point, followed by two or 
more branching paths

Actions, processes and points for reflection. 
In some cases these are tagged with ‘flags’ to 
indicate greater than normal risk

Notes that provide further contextual information 
on a specific node

Issue may significantly impact the viability of the 
acquisition

Issue may cause higher than usual risk of loss
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Decision Model: Technical Constraints

Start

End

Does the acquisition 
candidate incorporate any 

physical objects?

Assess institutions capability to meet 
expected long-term physical storage and 

care requirements.

The terms ephemeral and 
performative intentionally refer to 
a wide variety of characteristics, 

including but not limited to: 
presence of interactive elements; 

dependence on ephemeral 
networks; dependence on user- 
generated content; involvement 

of performers.

Digital storage infrastructure 
includes any systems used to 

store and access digital objects 
e.g. Digital Asset Management 

system, digital repository.

An intervention is any action 
undertaken to address effects of 
failure, damage or obsolescence. 

The status of a technology in 
relation to obsolescence can be 

particularly challenging to assess. 
Factors to consider include age, 

popularity, availability and access 
to support/repair services. You may 
need to consult existing resources 

and/or specialists to make these 
assessments.

 What is considered 
“compromising” here will be highly 
dependent on context and should 
be carefully weighed against the 

value of collecting the acquisition 
candidate in partial form.

Metadata infrastructure includes 
any systems used to track, 

catalogue and link digital objects 
e.g. Collections Management 

System, Digital Asset Management 
system, digital repository.

A ‘No’ outcome here is only 
advisable where the data has 
already been migrated and/or 
is supplied in another format 

suitable for long-term preservation 
and access requirements (i.e. 

nothing would be gained through 
additional migration).

These nodes represent an 
expansive topic with its own 

specialisms for different physical 
object types. These are out of 

scope of the model but consider 
consulting a suitable specialist.

Identify requirements and flag costs 
for transport, handling and condition 

checking of objects.

Consider applying a documentation strategy, 
ideally in collaboration with donor / creator, to 

describe the missing components.

As the institution cannot meet the long- term 
storage requirements of an important 

object, it may not be possible to proceed 
without compromising the integrity of the 

acquisition candidate.

Consider implications of partial acquisition 
for preservation and access, including how 

to communicate impact of absences to 
collection audiences.

Flag whether there is possibility of collecting 
physical objects at a later date, and establish 

time frame for doing so.

For all digital objects, assess the preservation 
and access requirements specific to the  
objects types (see Digital Data, Software  

and Web Content models).

Identify migration strategy and flag costs for 
migration of data from obsolete media.

In collaboration with the creator / donor  
and other stakeholders, consider developing 

strategies for capturing a record of this history 
as documentation.

In collaboration with the creator / donor, consider 
developing a body of documentation that will 

support future restagings, beginning during the 
acquisition process.

Identify and cost possible interventions based 
on available knowledge (including working with 

creator / donor if relevant).

As the collected version of the acquisition 
candidate will branch from the external 
version, consider developing strategy to 
ensure that this shift is documented and 

communicated to public.

Based on identified risk factors for objects, 
identify and document likely timeframes for 

reassessing object preservation status.

Explore options for collaboration with another 
collecting institution to address obsolescence 
risks through shared strategy. This could take 

many forms depending on context.

Flag resources required for intervention at 
point of acquisition and consider strategy 
for documentation and communication of 

changes to audiences.

Consider developing approaches to capturing 
other contextual information that may 

support interpretation of the acquisition 
candidate in the future.

Without intervention the acquisition candidate 
may not be accessible. Consider relationship 
with Collection Policy (see relevant model), 

possible effects of loss and how to communicate 
this to audiences.

As the collecting institutions digital metadata 
infrastructure cannot accommodate components 

of the acquisition candidate, there is increased 
risk of loss of information.

 Develop plan and requirements for acquisition of 
future versions (or associated materials).

There may not be the resources to process the 
acquisition candidate at this time. Consider 

whether it is appropriate to delay processing or 
collect without processing it.

As the collecting institutions digital storage 
infrastructure cannot accommodate components 

of the acquisition candidate, viability of 
collecting activity may be impacted.

Estimate and flag internal expertise requirements 
and costs during acquisition planning.

Estimate and flag internal and external staffing/
training requirements and costs during 

acquisition planning.

Estimate and flag infrastructure development 
costs during acquisition planning.

Estimate and flag infrastructure development 
costs during acquisition planning.

Can the institution meet  
the long-term storage and 
maintenance requirements 

the object(s) pose?

Can the acquisition proceed 
without these physical objects, 

without compromising the 
acquisition candidate?

Are any of the physical  
objects media carriers?  
(e.g. tape formats, vinyl  

records, hard drives)

Will data need to be  
migrated from any of these 

physical carriers?

Does or has the acquisition 
candidate incorporated an 
ephemeral or performative 

element?

Are any elements of  
the acquisition candidate  

expected to require intervention 
before they can be made 

accessible?

Is the acquisition candidate 
likely to continue to change 

and/or evovle?

Can the collecting  
institutions digital storage 

infrastructure meet the 
requirements of the acquisition 

candidate?

Can the collecting  
institutions metadata 

infrastructure meet the 
requirements of the  

acquisition candidate?

Can internal expertise meet the 
processing requirements of the 

acquisition candidate?

Can the institution draw on 
external expertise and/or training 

to fill these gaps?

Could the collecting 
institutions digital storage 

infrastructure be extended to  
meet these requirements?

Could the collecting  
institutions metadata 

infrastructure be extended to  
meet these requirements?

Are the institutional resources 
available to carry out an 

intervention now?

Have or are any other 
collecting institutions facing 

or addressing this problem 
elsewhere?

Is there an expectation  
that the ephemeral or  

performative elements will 
be restaged?

Is the collecting institution 
planning to acquire future 

versions (or associated 
materials)?

CRITICAL ISSUE FLAG

CRITICAL ISSUE FLAG

CRITICAL ISSUE FLAG

ELEVATED RISK FLAG

ELEVATED RISK FLAG

YES

YES

NO

NO

NO NO

YES

YES

YES

YES

NO

NO

NO NO

YES

YES

NO

YES

YES

NO

NO

YES

YES

NO

YES

NO NO

NO

YESYES

NO

YES

YES

YESNO

NO
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Start

End

Consult creator / donor to ascertain the forms in 
which the software will be supplied.

 Assessing impact of a file format 
change can be difficult to assess 
and may require experimentation 

and testing. Acceptable level 
of change will also vary with 

context, and the creator should 
be consulted where possible. If 
it is not possible to answer this 

question at this stage, take the ‘No 
or Unknown’ pathway.

Assessing suitability of a format 
for preservation is a complex 

area and the acceptability 
of risk will vary with context. 

Consider factors such as: original 
formats used during production; 

loss of data which may have 
occurred during past migrations; 

sustainability of file formats

Access requirements will vary 
greatly depending on institutional 

context. Consider all possible 
groups e.g. display in galleries, 
research access, online access

There may be situations where not 
all technical information required 

to work through this decision 
model is available at the point 
of assessment. In such cases, 

some decisions might be delayed 
until later in the acquisition 

process, but risks of doing so (e.g. 
inappropriate resource allocation, 

stakeholder expectations) must be 
weighted against benefits.

Acquiring a file in this format should be 
considered experimental, as there is insufficient 
information available to assess its preservation 
requirements. Consider whether opportunities 

for further research could be factored into 
acquisition or other institutional activities.

 Assess file format migration options for 
the specific data type using available knowledge.

Identify or develop an approach for file format 
migration to preservation suitable formats, and 

flag resources required for processing.

Flag that, in the event that access requirements 
are better understood, action may be required 

to support access.

For any equipment / software which is being 
supplied, consider documentation, storage and 
preservation requirements (see also Software 

and main Technical Constraints model).

Identify sources and flag costs for any 
software or equipment purchases, as part 

of acquisition.

Develop agreement with other collection 
that meets long-term equipment / software 

access needs. 

Document the equipment / software 
requirements of the object for future reference.

Identify or develop an approach for  
migration to suitable format or emulation- 
based access to files, and flag resources 

required for processing.

Flag that there will be a future need for file 
format migration or emulation-based access to 

files when access is required.

Experimentation and testing may be required 
during processing of acquisition to understand 

file format preservation options. It may not 
be possible to acquire objects in well-known 

preservation formats, which may increase 
risk of loss, in which case emulation options 

could be explored.

Is there sufficient  
knowledge / information available 

to understand the suitability  
of the file format for 

preservation?

Will digital objects be supplied in 
file formats that are suitable for 

preservation?

Are access requirements 
understood for this object  

(or type of object) at  
this time?

Have the objects been  
supplied in file formats that are 

suitable for access by  
the institutions target 

audience(s)?

Is this equipment or software 
available in the collections 

existing pool?

Can equipment / software be 
loaned from another collection / 

provider when needed?

Is the equipment or software 
available to source/purchase?

Are there the institutional 
resources to source/purchase 

and retain the required software 
or equipment?

Is there an immediate need to 
provide access to files?

Is equipment or software  
beyond that which is being 

supplied required to support 
access to the object?

Can they be converted to  
suitable file formats without  

loss of significant characteristics?

Can a file in a preservation  
suitable format be sourced 

elsewhere? (e.g. creator,  
another collection)

As equipment / software required for access 
to some objects is not available, there is a high 
risk of loss unless steps are taken to address 
these dependencies (e.g. through file format 

migration or emulation).

CRITICAL ISSUE FLAG

Decision Model: Technical Constraints - Digital Data

ELEVATED RISK FLAG

ELEVATED RISK FLAG

YES

YES

YES

YES

YES

YES YES

YES YES

YES

YES

NO

NO

NO

NO

NO NO

NO

NO

NO

NO

NONO OR UNKNOWN



Consider developing a formal agreement 
with the other collection that meets access 

needs for expected future interventions (e.g. 
code migration).

Work with creator / donor to develop an 
agreement for access to source materials. 

Consider including a future date at which these 
restrictions are relaxed and/or reviewed.
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Start

End

Consult creator / donor to ascertain the 
expected file format(s) and to understand 

relevant aspects of production history (e.g. how 
files were created, prior format conversions, 

relationships between files).

The executable format is the 
form in which the software is run 
or executed. This is typically the 
primary form in which software 

is distributed and accessed. 
Examples include Windows .exe 

files and Java .jar files.

For software, an intervention 
might involve modification of 

code to remove a dependency 
on an obsolete component, 
or emulation of the obsolete 

component so that the software 
could still be run.

 Source code is the form in which 
the software is authored. It 

describes what the software does 
and is written in a programming 
language. Source code acts as 
both a form of documentation 

and as the basis for future 
preservation strategies such as 

code migration.

There may be situations where not 
all technical information required 

to work through this decision 
model is available at the point 
of assessment. In such cases, 

some decisions might be delayed 
until later in the acquisition 

process, but risks of doing so (e.g. 
resource allocation, stakeholder 
expectations) must be weighted 

against benefits.

Consult appropriate source(s) (e.g. creator, 
documentation) to identify the dependencies 

(e.g. operating system, libraries, drivers) 
required to access the source code and 

document these.

If possible and identified as useful, gather copies 
of these additional dependencies and archive 

them alongside other digital components.

Consult appropriate source(s) (e.g. creator, 
documentation) to identify the dependencies 

(e.g. operating system, libraries, drivers) required 
to access the executable software  

and document these.

Flag need to review obsolescence status in 
the future and set timed targets for doing 

so where possible.

Is the creator / donor intending 
to supply source code or 

equivalent materials?

Are these materials in the care 
of another organisation?

Can access to source materials 
be arranged with access / use 

restrictions?

Can executable software be 
sourced from elsewhere? e.g. 

another collection

Can executable software be 
created from source code (or 

equivalent materials)?

Are any of the software’s 
dependencies already obsolete?

Is the creator / donor 
supplying the software in an 

executable format?

As equipment / software required for access 
to some objects is not available, there is a high 
risk of loss unless steps are taken to address 
these dependencies (e.g. through file format 

migration or emulation).

Flag any additional requirements for dependency 
gathering, documentation and testing required 

during acquisition.

Identify and cost possible strategies for 
intervention to address obsolescence 

issues, including potential limitations, and 
document these.

Flag resources required for intervention 
during acquisition and consider strategy 
for documenting this work and need to 

contextualise for audiences.

Given information from  
previous step, is intervention 

at point of acquisition a 
practical option?

Decision Model: Technical Constraints - Software

It may not be possible to acquire source 
materials for this software. Future options for 
intervention will consequently be restricted, 

which may expose this acquisition candidate to 
elevated risk of loss.

If software dependencies are already obsolete 
at point of acquisition, without intervention 

there is increased risk of loss of access in near 
future. Consider whether intervention could 
be explored at later date. See also Collection 

Policy Compliance.

Acquiring software without software in an 
executable format may render it inaccessible. 
It should be verified that this can be built from 

source prior to acquisition.

ELEVATED RISK FLAG

ELEVATED RISK FLAG

ELEVATED RISK FLAG

CRITICAL ISSUE FLAG
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YES YES

YES YES
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NO

NO
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NO NO
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Start

End

 There may be situations where not 
all technical information required 

to work through this decision 
model is available at the point 
of assessment. In such cases, 

some decisions might be delayed 
until later in the acquisition 

process, but risks of doing so (e.g. 
resource allocation, stakeholder 
expectations) must be weighted 

against benefits.

 In these two questions the 
distinction is made between client- 

side, which is the web content 
as experienced in a users web 

browser, and server-side, which is 
the computer and software that 

generates the web content.

Work with the creator / donor to develop a 
strategy and timeline for transferal of these 

resources, and flag costs.

Consult creator / donor to develop understanding 
of the web content, particularly its ownership, 

hosting and the underlying technologies.

Work with the creator / donor to understand 
what materials will be supplied, and expectations 
and options regarding hosting and future access 

(e.g. local or public access, domains, level of 
intervention).

Is the web content currently 
live and accessible on the web?

Would a client-side  
capture of the web content be 

sufficient to support access and 
preservation purposes? (e.g. 

a WARC file)

Is it possible or desirable 
for server-side resources to  

be brought under the control 
of the institution at point of 

acquisition?

Could the transferral of these 
resources be planned for a 

later date?

Is the web content 
expected to continue to be 

updated over time?

Web content which is not under control of the 
institution may be at high risk of loss unless 

otherwise safeguarded.

Work with the creator / donor to develop a 
strategy for transferal of these resources 

(including domains if relevant) and flag costs at 
point of acquisition.

Consider value to incremental capture of web 
content in the future as it changes over time, 
and flag ongoing resources required for this if 

identified as valuable.

Identify appropriate capture method and flag 
resources required for processing at point 

of acquisition.

Decision Model: Technical Constraints - Web Content

ELEVATED RISK FLAG
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Start

End

Consider documentation strategy, ideally in 
collaboration with donor / creator, to describe the 

missing components.

 Work with the creator / donor to identify the 
terms and duration of licence, and what will 

happen after this time period.

Document rationale for proceeding with 
acquisition in light of relevant copyright 

exemptions, consulting with IPR expertise as 
necessary.

Are all relevant rights to 
elements of the acquisition held 

by the creator / donor?

Can the acquisition 
proceed without the affected 

elements?

Can a licence or similar 
agreement be used to grant these 

to the collecting institution?

Are the necessary rights 
protected by any copyright 

exemptions?

Are all rights necessary  
for preservation / access being 

transferred during the  
acquisition?

Is there scope to work with the 
creator / donor to secure these 

rights?

Work with the creator / donor / rights holder 
to secure the relevant rights.

Not all essential rights can be transferred to 
the collecting institution, which may expose 
the institution to increased risk when carry 

out preservation work or providing access. If 
acquisition proceeds, these risks should be 

flagged in the documentation record.

CRITICAL ISSUE FLAG

Decision Model: Intellectual Property Rights

ELEVATED RISK FLAG
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Start

End

Develop and apply data anonymisation strategy 
for preservation and access, in collaboration with 

relevant persons.

Obtain formal written confirmation from relevant 
persons that the anonymisation meets the data 

protection terms.

Document data protection strategy for the 
affected elements of the acquisition candidate in 

relevant institutional records.

Document the constraints this places on 
access provision to affected elements, for 

use in contextualising access and explaining 
anonymised data.

Does the personal data come 
with formal waivers or permissions 

for reuse outside the original 
context?

Can formal waivers or permissions 
for preservation be sought?

Can formal waivers or permissions 
for reuse be sought?

Do those waivers or permissions 
explicitly allow the preservation 

of the data?

Is it possible to anonymise 
the data to the extent required 

under law, without compromising 
the objects value?

Is the permitted access explicitly 
bounded (e.g. on- site only)?

Are the necessary 
institutional resources and 
infrastructure available to 

support this access?

 Acquisition may not be possible as personal 
data cannot be safely acquired within relevant 

legal frameworks.

Obtain formal written confirmation from relevant 
persons that permissions are explicitly granted 

for required collecting context.

Decision Model: Data Protection

CRITICAL ISSUE FLAG
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Start
End

Acceptable circumstances will 
vary with context. For example, 
exceptions may be made where 

an acquisition is of sufficient 
importance, while extensions 
might be justified based on 

the expectation that this kind 
of acquisition will become 

increasingly common.

Assessing what exactly 
constitutes a ‘high’ and 

‘unmitigable’ risk may not be 
straightforward. Choosing 

‘Yes’ here should be based on 
indicators such as severe material 

or functional failures, inability 
to acquire critical components, 

complex legal issues or challenges 
exceeding institutional capability.

Consider long-term strategy for access to the 
external components and develop suitable inter-

institutional agreements to support this.

Consider implications of partial acquisition 
for preservation and access, including how to 

communicate impact of absences to collection 
audiences.

Work with relevant stakeholders to update 
Collection Policy based on needs and reassess 

compliance.

Does the acquisition candidate 
comply with the relevant 

institutional Collection Policy?

Can an exception or extension to 
the Collection Policy be justified 

for this acquisition?

Are all of the components non- 
compliant?

Can the acquisition candidate be 
meaningfully collected without 

these components?

Is there scope to collaborate with 
another organisation to ensure 
these are collected in parallel?

Does the collection policy 
accomodate situations where  

long term preservation is  
unlikely to be possible?

Based on initial assessment 
of acquisition candidate (see  
other models), are there any 

elements facing a high,  
unmitigable risk of loss?

Acquisition can be acquired despite high risk of 
loss, but work should be undertaken to ensure 

this decision is contextualised in relevant 
records and documentation.

Acquisition may not be advisable as critical 
components do not comply with Collection 
Policy. Consider possibility of experimental 

acquisition that falls outside scope of formal 
policy but ensures bit-level preservation.

Acquisition may not be advisable as candidate 
does not comply with Collection Policy. Consider 

possibility of experimental acquisition that 
falls outside scope of formal policy but ensures 

bit-level preservation.

Consider developing a documentation strategy, 
ideally in collaboration with donor / creator / 
other relevant stakeholders, to describe the 

missing components.

 ‘Comply’ as used here indicates 
that all the elements of the 

acquisition candidate meet the 
requirements of the collection 

policies under which the collecting 
activity operates.

Decision Model: Collection Policy Compliance

Acquisition may not be possible as candidate 
does not comply with Collection Policy. Consider 
possibility of extending Policy, or experimental 
acquisition that falls outside scope of formal 

policy but ensures bit-level preservation.
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